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Software Firewalls and Commercial IDPS System
Introduction
A firewall refers to a software program that assists in screening out hackers and viruses that try to access a computer when connected via the internet. It enforces a set of rules on the data packets that will be allowed to enter or leave a network. They are usually incorporated into a variety of network devices to ensure filtering of traffic and thus lower risks associated with malicious activities on the network. Intrusion detection and prevention system (IDPS) is an extension of detection technology that detects and prevents the intrusion from successfully attacking a network. They monitor and analyze network traffic of any suspicious activities. They differ from a firewall which is based on rules that specify the network flow restrictions without examining the headers and contents of the network traffic (Rhodes-Ousley, 2013). 
Software Firewalls Available and their Characteristics
There are many software firewalls available with features which vary according to functionality, cost and type of protection. Packet filtering firewalls operate at the junction point where devices such as routers and switches are connected. This firewall compares each packet received to a set of established criteria thus does not route the packets. The criteria can be allowed IP addresses, port number and packet type. Packets that appear troublesome are therefore drops making them fail to exist. Therefore packet filtering monitors incoming and outgoing packets by checking the source and destination. It is an effective defense against attack outside a local area network and thus considered a standard and cost-effective means of security (Stalling et al., 2012). 
Circuit level gateways is a quick way of identifying malicious content through monitory of TCP handshakes across networks between local and remote hosts. This helps to determine whether the session is legitimate and the remote system trusted. It is a technology that came just after a first generation technology. Firewall traffic cleanliness is based on particular rules which are controlled to acknowledge computers only. Circuit-level firewalls hide the network from external which is important in protecting its access to impostors even though it does not clean entity packets (Robinson & White, 2012). They are inexpensive with an advantage of hiding information about the private network they protect. 
Stateful inspection firewalls examine each packet and also keep track of whether or not the packet is part of an established TCP session. Unlike in the older technologies, it analyses packets down to the application layer. Through keeping a track record of information such as IP addresses and port number, it can implement a lighter security mechanism compared to static packet filter. Only the incoming packets that have a proper response are allowed through the firewalls. An administrator can set the parameters to meet the specific needs in a firewall that uses Stateful inspection thus allowing the ports to close unless an incoming packet requests connection to a specific port which prevents port scanning that is also a hacking technique. Stateful inspection offers better security than packet filtering or circuit monitoring but offers a great demand on the network performance (Robinson & White, 2012).  
[bookmark: _GoBack]Application level gateways also called proxy firewall offers security through a combination of some of the features of packet filtering firewalls with those of circuit-level gateways. They filter packets through a combination of characteristics such as destination port and HTTP request string. Therefore they provide better data security compared to the others even though they can affect network performance. Next-gen firewall is the most recent in terms of technology that combines packet inspection with Stateful inspection with some features of deep packet inspection. It looks at the actual data that the packet is carrying thus allows tracking of the progress of the web browsing session and thus notices that the payload of a packet, when assembled with other packets, does not constitute a legitimate HTML formatted response (Wander et al., 2012). 
Weighted ranking table for software firewalls
	SOFTWARE FIREWALL 
	RANKING IN ASCENDING ORDER OF PERFORMANCE

	Packet filtering firewall
	First generation

	Circuit level gateways
	Second generation

	Stateful inspection firewall
	Third generation

	Application level gateways
	Fourth generation

	Next-gen firewall
	Fifth generation



Commercial IDPS Systems Classifications and Descriptions
IDPS technologies have a classification which is based on different criteria. These ranges from the methods they use in detecting intrusions, signature-based detection, anomaly-based detection and Stateful protocol analysis. Functionalities could also be used to differentiate passive systems from re-active systems (IPSs). Furthermore, the type of events they monitor, which are closely related to the type of systems they guard which can have classification as a wired network, a wireless network or a single host. Network Behavior Analysis (NBA) IDPS would also be classified as a fourth type. Therefore the major classifications are active and passive IDS, Network Intrusion detection systems (NIDS) and host Intrusion detection systems (HIDS) (Mudzingwa & Agrawal, 2012) 
An active IDS is configured to block suspected attacks without interventions of any operator. Thus they provide real-time corrective action in response to the attack. A passive one alerts the operator of the attack and possible vulnerability and thus it is not capable of performing any protective functions independently. Network IDS have a network appliance with a network interface card with a separate management interface. The IDS is placed along the network boundary thus monitors all the traffic on the segment. On the other hand, a host IDS have software applications installed on workstations that are monitored with the agent monitoring the operating system and writing the data to the log files which triggers the alarms. They only monitor the individual agents on which agents are installed and not the entire network. Thus, they are difficult to analyze on multiple computers and difficult to maintain in large networks with different operating systems (Beigh & Peer, 2011) 
Knowledge-based IDS references a database of the previous attack signatures and vulnerabilities that are known. Thus it works on the recorded evidence of an attack. Each intrusion leaves an evidence behind such as failed attempts to run an applications or failed logins. This is disadvantageous since the signature databases must undergo continuous update and maintenance. Behavior-based IDS, on the other hand, references a baseline or a learned pattern of an anomaly to identify the attacks. Any deviation from the baseline causes an alarm for proper preventive action. They have associated high alarms which is disadvantageous in nature.  Below is a comparison table for the various classifications (Beigh & Peer, 2011). 
	IDSPS classifications
	Description

	Active and passive IDS
	Automatic and manual operations in nature

	Network Intrusion detection systems (NIDS) and Host Intrusion detection systems (HIDS) 
	Have a network sensor and network interface card

	Knowledge-based (Signature-based) IDS and behavior-based (Anomaly-based) IDS
	Works with referenced signatures.



Conclusion
In conclusion, it is indeed true that there are many different types of software firewalls developed over time to enhance protection against hackers and virus with each having specific features that play a great part in protection. Furthermore, Commercial IDPS are also available in various classifications which enhances protection after detection of possible intrusion that can affect a network.
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